Section VII. Technical Specifications

Bidders must state “Comply” in the column “Statement of Compliance” against
each of the individual parameters of each “Specifications.”

Renewal of Endpoint Antivirus License, Firewall License, Multimedia Editing
Software License, and Internet Access Gateway Appliance License for the
Presidential Communications Office CY 2024 (3 Lots) (Early Procurement)

(Procurement/Contract Nos. 2023-PCO-EPA-006A, 006B, and 006C)

LOT
NOS.

ITEM/DESCRIPTION

STATEMENT OF
COMPLIANCE

RENEWAL OF EXISTING ENDPOINT ANTIVIRUS
Complies with the following minimum requirements:

e License for Endpoint Antivirus for Workstation
166 Users

e License for Endpoint Antivirus for Server 5 users

e Endpoint Protection for HIPS and Device Control

e Application Control, Synchronized Security
Heartbeat Behavior

¢ Analysis/HIPS, *Antimalware, Live Protection,
Web Security, Web Control, Malware

e One (1) Year Firewall subscriptions for Endpoint
Antivirus

RENEWAL OF EXISTING FIREWALL LICENSE
Complies with the following minimum requirements:

Module License for
Network Protection:

(NAT)

Native Windows Remote Access

Intrusion Prevention Capabilities

IPSec and SSL Tunnel for Remote Access
Firewall Throughput

VPN throughput

IPS throughput

Web Protection:

URL Filtering; Application Control

Unlimited URL-filtering policies

Support time-based web surfing and quota policies
Existing firewall appliance is Sophos SG230 (SFOS
Technical Specification:

Firewall throughput 14.5 Gbps

Network Firewall; Network Address Translation
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Renewal of Endpoint Antivirus License, Firewall License, Multimedia Editing
Software License, and Internet Access Gateway Appliance License for the
Presidential Communications Office CY 2024 (3 Lots) (Early Procurement)

(Procurement/Contract Nos. 2023-PCO-EPA-006A, 006B, and 006C)

LOT

NOS. ITEM/DESCRIPTION sgg:n'f,"l"_ﬁﬂc%':

VPN throughput 2 Gbps
IPS throughput 3 Gbps
Concurrent 4,000,000 Connections
New connections/sec 70,000
Physical interfaces:
Storage (local quarantine/logs) integrated SSD
"Ethernet interfaces (fixed) 6 GbE copper (incl. 2
I/0O ports 2 x USB 3.0 (front) 1 x Micro USB (front) 1
x USB 3.0 (rear) 1 x COM (RJ45) (front) 1 x HDMI
(rear)
Display Multi-function LCD module
One percent (1%) of the total contract price shall be
retained by the PCO to cover the Supplier's warranty
obligations pursuant to Section 62.1 of the 2016
revised IRR of RA No. 9184, which shall only be
released after the lapse of the warranty period of
three (3) months reckoned from the complete
delivery of the goods.

Conforme:

Full Name and Signature of
Bidder/Authorized Rep.

Designation
Name of Company
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Bidders must state “Comply” in the column “Statement of Compliance” against
each of the individual parameters of each “Specifications.”

Renewal of Endpoint Antivirus License, Firewall License, Multimedia Editing
Software License, and Internet Access Gateway Appliance License for the
Presidential Communications Office CY 2024 (3 Lots) (Early Procurement)

(Procurement/Contract Nos. 2023-PCO-EPA-006A, 006B, and 006C)

LOT
STATEMENT OF
NOS. ITEM/DESCRIPTION COMPLIANCE

RENEWAL OF MULTIMEDIA EDITING
SOFTWARE

All APPS Licensing

*Video editing software film, TV, Web, Creative
tools, integration with other multimedia apps and
services, and the power to help you craft footage

2 into polished films and videos in one seamless
workflow.

*Create vector-based graphics and illustrations for
print, web, video ad mobile

*Create custom-branded graphics, web pages, and
video stories in minutes

*Easily create high quality, photorealistic 3D images
*Browse, organize, and search your photos and
design files in one central place

One (1) Year license Subscription

One percent (1%) of the total contract price shall be
retained by the PCO to cover the Supplier’s
warranty obligations pursuant to Section 62.1 of the
2016 revised IRR of RA No. 9184, which shall only
be released after the lapse of the warranty period of
three (3) months reckoned from the complete
delivery of the goods.

Conforme:

Full Name and Signature of
Bidder/Authorized Rep.
Designation

Name of Company
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Bidders must state “Comply” in the column “Statement of Compliance” against
each of the individual parameters of each “Specifications.”

Renewal of Endpoint Antivirus License, Firewall License, Multimedia Editing
Software License, and Internet Access Gateway Appliance License for the
Presidential Communications Office CY 2024 (3 Lots) (Early Procurement)

(Procurement/Contract Nos. 2023-PCO-EPA-006A, 006B, and 006C)

LOT
STATEMENT OF
NOS. ITEM/DESCRIPTION COMPLIANCE

RENEWAL OF INTERNET ACCESS GATEWAY
APPLIANCE LICENSE

Complies with the following minimum requirements:

*M6000-AC-I, Software, Sangfor URL Database (1 Year
License)

*Software and technical support only (Sangfor IAM6000, 1
Year)

*Return to factory hardware support only. Sangfor IAM6000
1 Year

Existing Internet Access Gateway Appliance is IAM 6000
with Serial Number: W1XADH0004

Rackmounted: 2U

HD Capacity: 64GB SSD + 960GB SSD

3 | Application layer Throughput Options: 2Gbps

Network Interfaces

Bypass (copper):3 pairs

10/100/1000 Base-T:6

10GbE SFP+:2

Extended Slot Number:2

Serial Port:RJ45x1

USB Port:2

One (1) Year license Subscription and Technical Support

One percent (1%) of the total contract price shall be retained
by the PCO to cover the Supplier's warranty obligations
pursuant to Section 62.1 of the 2016 revised IRR of RA No.
9184, which shall only be released after the lapse of the
warranty period of three (3) months reckoned from the
complete delivery of the goods.

Conforme:

Full Name and Signature of
Bidder/Authorized Rep.
Designation

Name of Company
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